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The INIM system: in-service non-intrusive
monitoring for QoS enabled transparent WDM

Carolina Pinart and Gabriel Junyent

Abstract—This paper presents the design and experimental the provisioning process. This is known as impairment-aware
implementation of an in-service performance monitoring system RWA (IRWA).
that uses a combination of non-intrusive spectral OPM and IP Thjs paper presents an experimental, on-line monitoring
metrics and is based on a low-complexity, distributed architec- . . L
ture. Apart from guaranteeing QoS in real-time (less than 1 sysiem, named In--se.rV|ce Non-Intrusive Monit.oring.(INIM),-
Sec) in an IP/\WDM dynamic network’ the System provides link- Wh|Ch COmb'neS dISti‘Ibuted e|emel’]tS and non-intrusive moni-
state information for impairment-aware RWA. Another novel toring techniques to guarantee service level agreements (SLA)
aspect is the nature of the SLAs proposed, which are ‘all- that can be verified with optical and IP parameters. The system
optical’ (transparent). Performance delays of the system are can 5150 provide information on a per link basis to perform
evaluated in a real testbed featuring DWDM and transparent L .
OADMs. Strategies to estimate link-state parameters from real- IRWA. The_ INIM system is implemented in a laboratory test-
time monitoring information are also proposed_ bed featu”ng dense WDM and GMPLS enabled transparent
optical nodes, which provides on-demand lambda services
for IP traffic. The remainder of the paper is organized as
follows. Section Il outlines the principal monitoring techniques
for transparent WDM. Section Il proposes service-intrinsic

[. INTRODUCTION performance parameters for an ‘all-optical SLA. In Section

PTICAL networks evolved from telephony systems ddV we describe the modelling and architectural elements of the
O signed to transmit digitized voice circuits across a fipdN/M System. Section V includes a performance evaluation of
link. With the growth of bursty, packet-based Internet Protoc§NIM focusing on delays and normal operation to provide link-
(IP) data traffic, these network architectures are being useigte information. Finally, in Section VI we draw conclusions.

to deliver Internet content. However, the core technologies cn
these networks were originally designed for voice and high-* T _ -
priority data traffic, which makes them difficult to adapt to the Optical performance monitoring (OPM) is an indispensable
nature of IP-based traffic, the most dominant factor in dagiément for the quality assurance of an optical network. OPM
transport. Equipment for Wavelength Division Multiplexingdims at measuring the undesirable effects that an optical
(WDM), reconfigurable Optical Cross-Connects (OXC) angignal may suffer, such as frequency misalignment in the
Optical Add-Drop Multiplexers (OADM), along with emerg_optical componerits, ga_in irregularities, .in—ba.rid and out-of-
ing approaches of optical intelligence (especially the Geﬁand crosstqlk,. dispersron or fiber non-In_wgarrtres. OPM may
eralized Multi-Protocol Label Switching, GMPLS [1]), havdnclude monitoring of different analog or digital parameters of
matured sufficiently to build the very high-capacity networkd1e transmission system, including the wavelength drift, optical
that will be needed to transport the ever-increasing amolRfWer, signal integrity, optical signal to noise ratio (OSNR),
of information, known as IP/WDM. The combination of thes®It error rate (BER), Q factor and dispersion. _
elements and the removal of opto-electronic conversions in® transparent network is an optical network in which optical
the core nodes will result in the efficient transportation cfignals traverse the network elements and links without opto-
any type of data traffic, regardless of its payload or formggl€ctronic conversions but at the ingress and egress of the
This gives future IP/AWDM the chance to provide new orf€twork. Contrarily, in opaque networks_ op_tical srgrials are
demand network services in a transparent way and witggenerated electrically, and hence monitoring functions that

different quality levels (QoS), but results in a major challengﬁefe the overhead information c_arried in optical signals can be
for performance monitoring, principally due to the lack o cated at the regenerators. This cannot be done in transparent
electrical regeneration in the core of transparent IP/WDM, thagtworks WlthO}Jt iosrng transparency. Moreover, in such net-
is, in the accumulation of impairments along the lightpath¥/0rks the monitoring system may not have prior information
but also because Routing and Wavelength Assignment (R out the protor:ol, fqrmat, or data rate of the optical signals.
mechanisms are being enhanced to consider information abbligrefore, non-intrusive OPM schemes that do not decode the

the status of physical resources with a view to integrate Qosqueérhead information are to be employed. If we add to this
the fact that in future optical networks signals will be routed,
Manuscript received August 10, 2005 and reviewed February 28, 2006.added/dropped, (de)multiplexed or regenerated independently
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TABLE |

Performance monitoring techniques can be intrusive or non- ) ,
SERVICEINTRINSIC PARAMETERS OF AN‘ALL-OPTICAL SLA

intrusive. Examples of intrusive techniques are BER calcu-
lations and optical time-domain reflectometer measurements. ~S[A parameter | Lambda service class

Examples of non-intrusive techniques are the spectral analysis _(service-intrinsic) | VoIP-lke | TPTV-like [ Internet+
(power, frequency drift, OSNR), Q factor estimation and pilot- Setup delay < 1§ec < 1gsec < 1-15min
tone methods. Ideally, desirable monitoring techniques in a _Availability (8P) | 10 1 10 _| 10

k should b intrusi fast t Throughput Up to maximum laser bit rate
transparent network should be non-intrusive, fast, accurate, —psacyet defayz = S0msec | < 500msec | < Ssec
with large dynamic range, simple, compact, low-cost, scalable ~Packet loss 1% 0.1% 10%
and comprehensive. The rationale behind this is fourfold: _OSNR OSNRtargetBER + AOSNRBERest

avoidance of opto-electronic conversions, low capital and op-
erational expenses, rapid location of faults and use in systems
with high number, dense-spaced WDM channels. error rate, small delay for connection setup, highly available)
At the following we review the most common non-intrusiveservices. IPTV-like is built around IP television requirements,
OPM technigues. In spectral analysis techniques, OSNR camd considers as well streaming features, which have lower
be measured in- or out-of-band. In-band OSNR monitorirdemands on latency and and errors because the end systems
techniques can be classified as noise spectrum analysis {2y compensate irregularities, for example by buffering data,
polarization-assisted analysis [3], subcarrier multiplexing [4&nd less stringent requirements about availability and setup
and based on Mach-Zehnder interferometer [5]. The traditiordglay (uncritical). Finally, Internet+ combines prioritized non-
out-of-band OSNR monitoring technique involves measurirtgaltime traffic transmission with typical best effort. These
and interpolating the noise power from adjacent channetdasses can be verified in real-time by the INIM system
Some of these concepts can be applied to signal level (powdough non-intrusive monitoring in the optical layer, and
and wavelength drift measurements. The Q factQi£gr), Pprobe packets in the IP layer, as described in Section IV. The
which is calculated by measuring the minimum BER at the oparameters considered are briefly discussed here:
timum decision level, is utilized for evaluating the performance Setup delay and blocking probabilifgs a means to measure
of optically amplified systems. Since it takes an extremely lorayailability in the establishment process) depend basically
time to obtain the BER measurements (e.g. for a channelast the behavior of the optical control plane, because this
10 Gbps and BER aof0~!2, recording 10 errors will také0* work considers dynamic circuit-switched connections. The
seconds)@ pEr is frequently estimated in much less time (setup delay values listed in Table | assume that the functions
few seconds) [6]. Finally, the pilot tone technique consists #f a control plane are real-time. IPTV-like and Internet+
superimposing a tone on the optical signal with a transmissiolasses have setup delays an order of magnitude higher than
capacity determined by the carrier to noise ratio [7]. the previous class, respectively. VoIP-like adopts an order
If we want to avoid opto-electronic conversions to monitopf magnitude more than the typical blocking probability for
the status of active optical signals, non-intrusive monitoririglephony networks, which is 1%, to cope with emergency-like
is preferable in transparent networks. However, non-intrusitr@ffic. The remaining classes have blocking probabilities of
techniques provide a limited subset of performance par@ae order of magnitude less consecutively. Although best effort
meters, which leads to the need for estimating ‘electricdfas usually no guaranteed availability, Internet+ considers 10%
parameters such as BER, and to use other complementalgcking to deal with prioritized non-real-time traffic. As for
measurements, for example at the IP layer (packet metricsjhroughput the service offered by the optical network frame-
work considered in this work is connection-oriented analogue
optical transmission, that is, a WDM channel between two
endpoints, and therefore the bandwidth allocated can range
A lambda service is an optical channel dedicated to cadypm the minimum to the maximum bit rates of the laser
a given traffic in a lightpath from a source to a destinatiosource. Therefore, the maximum throughput is this maximum
This work considers a transparent wavelength-routed netwdrik rate, which may be adjusted or not on a per class basis,
that offers WDM lambda services on demand (connectioasd also depending on the user. It can also be adjusted to meet
established by a GMPLS control plane). If we wish teertain packet delay requirements.
guarantee lambda-service SLAs real-time monitoring in the Since the classes listed in Table | are built around the
optical network, we should define service classes with limitadquirements of VolP, IPTV (including high-definition) and
complexity. In this context, this work proposes three classdaternet data, the metrics phcket loss and delagre basically
named VoIP-like, IPTV-like and Internet+, which are in- those derived from these traffic classes. Before discussing
spired in the requirements of Triple Play services: voice ovélie values given, two comments must be done. The first
IP (VoIP), IP television (IPTV) and Internet data. one is related to packet delay; the latency added by the
Table | lists the service-intrinsic parameters proposed. VolBptical network, being circuit-switched and transparent, is only
like is built around VolIP characteristics, but it takes intdransmission delay, plus processing time at the edges in order
account as well some intrinsic features of emergency-relatedperform opto-electronic conversion. Roughly, we can model
(very low delay for connection setup, real-time transmissiothis latency (in sec) a® - n/¢, where D (in km) is the
almost error-free, stringent availability) and conversationd#ngth of the lightpathn is the index of the fiber and is
(high requirements on latency and data loss, low transmissithie speed of light in vacuum. Moreover, since packet delay

IIl. ‘A LL-OPTICAL SLA FOR LAMBDA SERVICES
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metrics are end-to-end, we assume that the values in the optiwaike is either unpolarized or is completely polarized and is
network are a factow of the end-to-end metrics, whese< 1, co-polarized with the signal. While the the Q factor can be
which will be determined in the SLA negotiation phase. Thdirectly converted to an electrical SNR value, the relationship
second comment is about packet loss; since the optical netwtokthe OSNR is unfortunately not so simple. It is defined
does not process the packets sent over it, we can model losly for systems with optical amplifiers, and as a ratio of the
packets from bit errors, which may be caused by transmissioptical signal power to the ASE of the amplifiers. Combining
impairments and/or faults in the network. Assuming that the results of Humblet and Azigtu [11] and Becker et al.
packet hadN bits, of whichZ are errored, the expected numbef12], the relation between the Q factor and the OSNR can be
of errors per packet i€[Z] = N - BER. Depending on the approximated as follows:

location of theseZ errors, a packet is considered as errored

(errors in the payload) or lost (errors in the header). Therefore, 0= \/E 205NR @

the packet loss rate (PLR) can be expressed as: B, JAOSNR+1+1

where B, is the optical bandwidth and®, is the electrical
1) bandwidth. For example, DWDM systems may considikr

values of 70 GHz, and typical values of electrical bandwidth
wherep. is the probability density function fof and /P, is range from 9 to 25 GHz. The Q factor can be estimated using
the length of the IP header in bits, which in IPv4 is 192%ne decision-circuit method introduced by Bergano et al. in
This expression is useful because a packet loss ratio 381 (Qry &, estimated from the eye diagram). By considering
be derived from a target BER, and inversely. For examplge caseQprr ~ Qpyr (e.g. intensity modulation direct
by using Markov or a Neuman-A distribution to model thejetection systems with low inter-symbol interference), and

time evolvement of correct and erroneous bits [8],can be combining the well-known BER expression with equation 2
computed and hence BER can be estimated from the PLRye gbtain:

The values of packet delay and loss in Table | are derived
from the following requirements: in VoIP, round trip latencies B, 205SNR
above 300 msec result in users experiencing annoying talk- 2B, JAOSNR+1+1
over effects, and emergency-like services have much moFre

. s , .
stringent requirements, for what we allocate a maximum (one>" example, if we target a BER &f)~°, by using equation 3

way) packet delay of 50 msec for the VoIP-like class, ane obtain an OSNR value of about 6.6 dB for a system with
approximately two orders of magnitude more for each (f"/BF’ = 7, and of 8.8 dB for a system Withs,/ Be = 5.

the remaining classes, which complies with the requiremen g this OSNR vaIueCQS]\f_nget_BER n T&.lk.)le /), we add

of streaming, IPTV and Internet data [9]. Note that IPT\? AOSNRppres: Which is obtained empirically from the
includes buffering, and therefore a 500-msec setup delay mﬂlfferer.‘ce befween' real and es.tlmated BER’. and is meant
be perceived as less by final users. Without FEC,VoIPtarget@saa kind of ‘offset’. Real BER s mea;urgd n the deploy-
1% PLR, which can be raised to 5% with correction method ent phase, and can be measu_red while in service to keeep
If IPTV is not very sensitive to packet delay, because its buff@tC> ¥ [iBmrest updated. Assumings,/B. = 7, thél\gOIP'

can be up to 10 seg, it is to packet loss, because in multicast; class haISN Riargernpr Of 8.2 dB (BER of10—"" for
large-extent retransmission is not possible. Therefore, Ip.lc\s)nver.satlonal SGI‘VI(E(:S [9])L8|PTV'“ke be_tween 5 alnd. .6'6 dB
targets a PLR of less than 0.5%, and our IPTV-like clad ER In th? rangel0” " — 107" for streaming and p“o”“ged
targets 0.1%. Finally, the Internet+ class is very elastic wi astic trafflc) and Intgrnet+ 5 dB, for a tar.get BERl@fT '
respect to packet losses, mainly due to retransmission, whic question concerning SLAs that arises in IPAWDM is how

must be bounded so that the maximum tolerated latency is It]%tprowde QO_S using a single transport technology. In th'.s
exceeded. Therefore, we target 10%. work we consider QoS in two ways: setup process and traffic

Last but not least, the proposed ‘all-optical’ SLA inCIudegonstraints. In the former, the network offers bounded setup
) (gelays and blocking probabilities depending on the traffic

OSNRas an estimation of BER, since there is no optad- | In the latter. the liahtoath h b [RWA
electronic conversion in the optical network but at the edgeI pe (c ?SS)' n the ate_r, € lightpaths are chosen by i
gpendlng on the traffic constraints of the class, basically

which complicates BER calculations, and we envisage ral-ti BER and : | H h i
monitoring. OSNR measurement as a means to estimate B et and maximum fatency. However, other types o

is based on the assumption that the Q factor can be ué%as can be envisioned: protection schemes, recovery times,
as intermediate parameter. Marcuse [10] and Humblet ahlf:

Azizoglu [11] derived widely-used approximate expressions

for the Q factor as a function of the SNR of the electric current IV. THE INIM SYSTEM

and as a function of the OSNR, respectively. In both studies,This section addresses the major aspects of design and
the authors assume that the receiver consists of a rectangirfgrlementation of the INIM system. This on-line monitoring
optical filter, a square-law photodetector, and an integrat®stem presents the following novelties: use of performance in-
and-dump electrical filter. They also assume that the optidatmation obtained exclusively from non-intrusive techniques
signals have a perfect extinction ratio and that the opticedbmbination of physical- and IP-layer performance parameters
noise is Gaussian and white prior to the optical filter. Finallgnd use of performance information from active channels to
they assume that the signal is polarized and that the optigafier link-state information for real-time IRWA. The INIM

PLR =1— P(IP header correct) =1—p,(0)

IN=1P),

BER ~ %erfc( ) 3)
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system is based on distributed elements, and uses the IP corgeaformance. Finally, lambda services encompass the enti-
channel of the Data Communication network (DCN)to transféies LSP_CNX_ENTRY, which contains lambda services

performance monitoring information.

running in the network, TUNNEL_USER, which lists

registered users with active servicdB/ NNEL_NODES,
which includes the nodes involved in each active service, and

A. Requirements and system modelling

The first step for designing the INIM system is to anaeach active service.

lyze its requirements. The input parameters of the system
are thenetwork topology, nodes, links and usetee SLA
parametersof the offered lambda services and tliek-state
parametersnecessary for IRWA. So, the system needs to be

TABLE I

TUNNEL_LINKS, which includes the links involved in

ENTITIES OF THEINIM SYSTEM

fed with information about nodes, links, channels, and sourcsge

of performance monitoring events, as well as the servicglements
intrinsic parameters of the lambda service classes defined™
Section 1ll, and link-state thresholds for IRWA. The main

processes of the INIM system are the filtering, correlatig@oS charac-

and aggregation of events, the verification of the SLA of eadf{Z3i°"

SLA_PARAMS
LRM

Entity name Description

NETWORK Nodes, links and topology
nd users NODE Network elements

LINK Node adjacencies

USERS Network users

SLA Service Level Agreements

Parameters for each SLA
Link Resource Management

connection established, and the monitoring of the status Wnitoring
optical resources on a link-state basis. The last two procesgests
correlate data from network topology, events and SLA/link-

MONITORS
EVENT_FIELDS
EVENT

Spectral OPM and IP probes
Fields of events sent by monitors
Events received from monitors

. . . ambda
state parameters, and decide if any SLA fails, as well as th&vices
status of the optical links. The system provides two outputs; in

LSP.CNX_ENTRY
TUNNEL.USER
TUNNEL_LINKS
TUNNEL_NODES

New lambda service (historic)
Users with active services
Lightpath links of active services
Lightpath nodes (active services)

normal operation, it logs performance information, including
SLA and link-state validation. If an SLA is violated, INIM
raises an alarm to the service management system, which i¥he process modelling is split in three categorigstwork
responsible for handling service-level issues. Similarly, if or@nfiguration which involves the data models of elements
or more parameters of an optical link exceed the thresholdsd users, as well as QoS configuratiservice management
defined as input parameters, the system raises an alarnwtiich mainly uses data from lambda services, &QdS
the GMPLS node that is ingress of this link, so that its loc&lerification which contains SLA and link-state verification
link resource management (LRM) module [13] can be updatgstocesses, and used data of monitoring points type. The
After this, the GMPLS mechanisms will flood the performanchrst process is performed when initializing the INIM system,
changes reported by INIM so that this information can bend populates the system’s database with the required input
updated globally [14]. parameters. The service management process registers and
The information modelling of the INIM system is basedinregisters user connections based on setup and teardown
on the above requirements and encompasses data and pracetiications, and extracts the nodes and links traversed by
modelling. Data modelling is split into four typesiements lightpaths, as well as the SLAs associated to them. The
and users QoS characterizationlambda servicesind moni- SLA and LRM Verify processes receive events from the
toring points While process modelling handles all the processetwork, filter and aggregate them. Finally, QoS verification
requirements having into account the input and the outpetrrelates information from ‘elements and users’ and ‘QoS
parameters and messages described above, the data mdalacterization’ to check whether SLAs are violated (end-
defines how information is stored and retrieved. It is importatd-end for each connection), and if link-state information has
to design an open data model that ensures integrity abeen altered. At this stage, we must combine the data and
simplify the processes; using entity-relationship techniqugsocess models described above to form the architecture of the
we defined entities based on tables and fields in each tatNgM system. This architecture is the responsible of system
with different properties (number, char, unique key, etc.), ata flow from the reception of a performance event to the logs
well as relationships between the entities. Table Il lists arahd alarms of SLA violation and link-state information. There-
describes the entities created, which are briefly describedfate, the system architecture defines the data flow between
the following. processes. We designed an architecture based on three pillars:
NETWORK ncludes optical nodes and link§ODE in- the monitoring points the gatherers and theevent manager
cludes active optical elementsINK lists the interconnection A brief description of each of these elements follows. For a
of nodes, bandwidth available at each link, etc., &IBRERS detailed description, the interested reader is referred to [15].
contains a list of the network users. In order to configure This work considers a dynamic IP/WDM network, in which
Qo0S,SLA SLA_PARAMS and LRM store SLA and link- optical connections are established on demand with certain
state thresholds as input requirements. As for the monit@oS parameters, captured in the SLA (Table 1), and where
ing points, MONITORScontains the devices that retrieve oactive optical elements that may fail. However, the approach
capture performance informatiolfV ENT_FIELDS de- is also valid in static environments. Different monitoring points
scribes the fields of events for each monitoring point in there needed throughout the network in order to generate events
table MONITORS and EVENTScontains events related to(alarms and natifications) about the status of optical resources
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Fig. 1. Scenario of transparent lambda services.
Fig. 2. Architecture of the performance monitoring system.

and services. The status of resources and services encompgsifitoring points. This allows the event manager to receive
the ‘health’ of the optical channel carrying a service, which igvents in a unified manner. The gatherers are depicted in the
this work is obtained through spectral monitoring techniquegnter of Figure 2. The input messages of the gatherers are
(optical channel power, OSNR and frequency drift), and th@ceived or polled fronv monitoring points distributed in the
status of the information carried in the channel, which igptical network, such as power meters embedded in the optical
transparent to the optical network and therefore can omdgdes, spectral monitors or IP meters,Tirprotocols and/or
be retrieved at the edges, where opto-electronic conversigasguages. The gatherers receive information about spectral
take place. Moreover, both degradations in optical channedptical) and IP performance events, as well as notifications of
and failures in optical elements may occur, affecting serviegtup and teardown of optical connections (lambda services).
availability. Major component failures may take place in the The event managef(illustrated on the right of Figure 2)
control plane (faults in the GMPLS engines), and in thgeceives and processes the events related to performance of the
transport plane (lasers, amplifiers, switches, etc.). Therefogptical services and resources. It is composed of a repository
these active elements are monitoring points for componeifid a real-time information processor. This processor evaluates
failures. Monitoring points need to be placed convenientiind updates changes in the status of resources, handles alarms
in the transport plane in order to obtain status informatiqreviously, it classifies events in notifications and alarms) and
of optical resources that will be communicate with the INIMerifies SLAs and link-state information. If an SLA is violated
system in a timely and optimized manner [16]. To estimatg if a link exceeds its predefined thresholds for IRWA,
the status of data, IP meters are embedded in the nodesh® event manager raises the appropriate alarms. Functions
retrieve packet loss and delays by using probe packets, fgfated to performance management, security and policy, as
what we assume that the optical network ‘knows’ the traffigell as billing and accounting are out of the scope of this
type carried on the wavelength channels. work. The event manager is the core of the INIM system
This is achieved by considering that the edge elements amd supports three types of processing: lambda service setup,
responsible for aggregating traffic flows of a given type dambda service teardown, and monitoring event, which triggers
class so that a given tributary of an edge element corresportiecking of SLAs and link-state information, and updates
to a traffic type. Given this, the optical network allocates setgetwork status information in its database. To do so, it requires
of channels to each tributary, and QoS is based on wavelengthinput parameters defined above, uses the processes of
allocation. Figure 1 illustrates this scenario; we may obserservice management and QoS verification.
that the ingress edge router (source nadas seen by the
transparent optical network) aggregates traffic flaavsand B. Processes and data flow

b so that the optical network can allocate up NoWDM Starting from the system architecture described in the pre-
channels in the range\},, A.,] to the traffic flow a and vious section, we developed a prototype of the INIM system,
up to M channels in the range\{,, A;,,] to the traffic flow which is composed of six software processes that are based on
b. The lambda services are accessed through an interf@@Qera| programming |anguages depending of the component
located at the ingress point in the optical network (OADM ofriticism and self evolution while in development phase.
OXC), where the end points of the transparent lightpath agsically, critical time processes were developed in java,
accessible. Then, the provisioning process is based on setfifigdium critical processes in Java/FESI and non time critical
up and tearing down optical connections (lightpaths) taking shell Script (ksh), as illustrated in Figure 3. Thatherer
into account QoS: wavelength from a set according to thgapreceiver) process receives events from monitoring points.
traffic type (service class) and path with bounded accumulatifstores all events (for logging purposes) and forwards them to
of impairments. The traffic type is indicated as framing ifhe verification and alarm handling processes described below.
order to reserve resources taking into account the capabilitiiis process can receive two kinds of events; SNMP traps
of the tributary ports, and QoS is directly related to tributarigfom the OPM monitors, and SNMP traps from the IP Meter.
and wavelength allocation. The OPM traps are related to evenBvéntTypeMagk links

The gatherersare entities that collect performance datavhere events occulinkindey and lambda services affected
from the monitoring points across the optical network. Thayy events Channellndex The IP Meter traps are proprietary
are responsible as well for performing a first filtering o&nd have the following objects and values:
the information, and aggregating it prior to sending it to - DestinationNodecontains the IP address of the node that
the event manager, in order to unify the data format fromas ‘pinged’. For example, IP metrics from node 1 to node 8
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of the ADRENALINE testbed would have a value of 10.0.50.81. Both EM_SLAVerifyand EM_LRMVerify need information

in this OID. from EM_LinkUpdate which retrieves OMS- and OCh-layer

- SourceNodecontains the IP address of the node that peinformation from the OWM and the IP Meters. Note that
formed the ‘ping’. Continuing with the previous example, théhe QoS verification processes need prior categorization of

value of this object would be 10.0.50.1. events from monitoring points, which is illustrated in Figure
- MetricTypeMaskwith types 1 (Round Trip Time, RTT) or 3 as EM_.OWM and EM_IPMeter. Finally, AlarmHandling
2 (PLR) and the numeric value of the IP metric type. is a high-level process that evaluates the events received

The network characterizatiorprocess is part of the eventfrom the gatherers and, if necessary, triggers alarms. In other
manager, and its purpose is to configure the initial values wbrds, this process classifies events into notifications and
the monitoring system according to the topology, resourcalarms. Processes dealing with security and policy, scheduling
and policies of the optical network. To configure the networlservices, billing/accounting are not taken into account in this
it uses all the entities of elements and users (Table Il). Teork. There is, however, a common process for the above-
configure the monitoring points, it uses the entitM®ONI- listed ones that performs correlation between performance
TORSand EVENTFIELDS of Table Il. The entities of QoS information of the different OSI layers (1 to 3, in this work)
characterization (Table Il) are used by this process to configurecause troubleshooting is difficult between the layers.
the SLA values $LA and SLAPARAMS lik-state thresholds o P
(LRM). This process is launched when the INIM system | The data flow of the INIM system is illustrated in Figure

e '3 StepA is the reception of an SNMP trap by tlgatherer
launched, and the values of the entities involved are enter cess. This event can be a notification of a connection

mzi_r;]ually. . EM_UsercC | setup/teardown or a performance monitoring event. Therefore,
e service managemen{EM.UserCnx) process, alSOi4 is filtered accordingly (ste in Figure 3). StepC is the

part of the event manager, receives notlfl_cgtlons of Set".'(}_;’ception and categorization of unified information by the
and teardown of optical services. Setup notifications Comaé(}ent managerEM_OWM and EM_IPMeter processes). If the

all the connection-related parameters _[17]_’ from which th nt received is a notification of a service setup or teardown,
process captures the source and destination nodes, the g?é D takes place EM_UserCnxprocess). Otherwise, steps
of the connection (which results in a relation of intermediarg to G, running in parallel, update the status of re,sources
nodes and links), the unique connection identifigta(1.D), .and check potential SLA violation and/or link-state variation

the wavelength channel/s that carry the lambda Ser\/'cbe(éyond the predefined thresholds. StEpreceives events

and theclass of the lambda service, which will be used torelevant to services, issues an alarm if the SLA is violated,

verify the SLA. The outputs of this process are the fIIegnd logs the SLA verification information. Inputs to SLA

Isp_cnxentry, which stores the parameters of the lambc@erification are events and SLA information:
service [17],tunnellinks, which stores the links traversed '

by the connection, andunnelnodes which stores the IP

addresses of the nodes traversed by the connection. THEE: data/events

QoS verificationprocess is split in three parallel processes, 20050411.092030.037:add:04SF:4:7
illustrated in Figure 3 aEM_SLAVerify EM_LinkUpdateand FILE: data/sla

EM_LRMVerify All QoS verification processes receive filtered ~ # A+SLA_ID:[ALARM1:ALARMZ:..:ALARMN]
and aggregated events from the gatherers, and correlate them A0:01SD:02SD:03SD:04SD:05SD

to update verify SLAs, update link status and validate

link-state thresholds, respectively. To this end, the processd¥ result of the SLA verification is a log and a possible
correlate information from ‘elements and users’ and :Qogarm. The basic function (step) of the link-state validation
characterization’ in Table 1l to check whether SLAs aré to update information about resources to the GMPLS control

violated (end-to-end for each connection), and if link-stafd@ne, when an alarm is received:
information has been altered. To verify SLAs, this process

is given the associatednz_ID of each connection, from FILE: data/events
which it derives the SLA parameters and thresholds to verify, = 20050202.123454.232:add:04SF:4:7

based on theclass associated to thenxz_ID (retrieved by 20050202.123454.232:del:04SF:4:7
the service managemergrocess). An example of thresholdFILE: data/lrm
verification (for the BER) follows: # L+LINK_ID:JALARM1:ALARMZ2:...ALARMN]

L47:01SF:02SF:03SF:04SF:05SF
GetOSN R4, for cnx_ID

Get B, and B, This update is done by raising an alarm that is processed by
ComputeOSN R value for targetBER (from eq. 3) the management controllers hosted in each GMPLS node, and
if OSNR < OSNR;4rgetBER + AOSNRBERest forwarded to the LRM module. A more advanced function

return (BER wverified) of link-state validation is to aggregate information on a per
else return (Raise alarm SLA violation for cnxID) link basis and as a function of the parameters considered by

the IRWA performed by the GMPLS control plane. To this
Note that the BER is estimated from the OSNR value and, the INIM system integrates link models in its link-state
the destination of the connection, as described in Sectigalidation function (Section V).
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TABLE Il
@ EXAMPLES OF VALUES FORD¢yent
Feﬁmleur queue
Gatherer Parameter  Devent
» Power 15 msec (sampling and SNMP Trap)
tapreceiver_Spo CEECHITE OSNR 110 msec (sampling and SNMP Trap)
: Packet delay 5 mse@ifig, RTT of 8-link path and SNMP Trap)

\
Event Manager
the INIM system. For any change or sample of the status

Bl \: of a lambda service or optical resource, the gatherers receive
SI@ F’%?‘“JE\ @‘1& an event message after a delay nanied.,; (stepA). The
e Tmmrm processing in the gatherers (filtering and aggregation) will take
= Do time (stepB). De,en: depends on the monitoring point

mm o=
C

EM_LinkUpdate
kshy

EM_SLAVerify
JHVR/FFS]

G

/ Y (sampling rate, interworking with the gatherers, etc.), whereas
SNMP D,,.; may vary for each type of performance parameter only in
o what concerns the sensor process in the gatherer. Once in the
Fig. 3. Data flow of the INIM system processes. event managem)y,c,if, can be either for SLA (depending on

number of users, step) or link/channel values (step). In the
latter, an alarm may be raised to the LRM of the/an affected
V. EVALUATION OF THE INIM SYSTEM node (D,;). In the control plane, information will be updated

In this section we evaluate the INIM system through outliq?lobally through computing a sitable algorithi (/) and

ing different time-related performance aspects. These aspelcc%gd'.ng the aggregated mformanoﬁ)gl)..Then, the delay for
- L e verifying an SLA can be expressed as:

serve for obtaining the periodicity of verification. Moreover,

an example of link-state information aggregation for IRWA

is provided. The experimental implementation and evaluation Dsra = Devent + Dot + Duversp (4)

of the INIM .system is_ done in the ADRENALINE testbedwhere Duerara = Duerifylaction—sLA verification, and the

[18], which is a hybrid platform, developed at the Centrggay for informing the control plane about significant impair-

Tecnqbglc de Telecomunicacions de Catalunya labs, Wh'?ﬂents on a channel/link is:

combines both real and emulated transparent nodes and links

based on a distributed GMPLS-based control plane and a

distributed management plane that integrates the INIM systenD; _; = D.yent + Drot + Dyery pas +Dai+Drrave+ Dy (5)

Nine Linux-based routers which emulate the GMPLS-based

control plane, and three 1.5 GHz PCs emulate the ININ(N€® Ducrppny = Duerifylaction=tink—state vatidation- NOt€

system. ADRENALINE is equipped with three 35-km fipethat Deyen: is the time elapsed between the occurrence of

links (up to eight DWDM channels of 1-2.5 Gbps) and thre@n event and the alarm generated by the monitoring point

spectral monitors that measure channel power, wavelen§igt detected the event. An event can be a failure, or just

drift and OSNR, as well as aggregate power and OSNHe periodic obtention of measurements by a monitoring

Monitors are SNMP enabled. Moreover, a router tester Rint. Failures are asynchronous if the alarms sent by the

employed to generate IP traffic and measure packet statisti@@nitors are autonomous. Many monitors obtain samples of

ADRENALINE is an intensity modulation direct detectionPerformance data at a given rate, which makes events (both

system. The testbed has the peculiarity of combining both rditifications of resources’ status and alarms) synchronous.

(fiber) and emulated links, allowing the dynamic configuratioh@ble 1l illustrates some values abc.,: depending on

of network topology; in this work, a ring configuration is usedthe performance parameters, which have been obtained from
the implementation performed in the ADRENALINE testbed.

For channel power and OSNH).,.,: is worst-case, that
is, a change occurs right after sampling, which results in
The primary application of the INIM system is the certifi-Deyent = Tsampling + Dsnap,,q, -
cation of SLAs between network operators and their clients. After this, we analyze the impact of the different processes
The study of the verification periodicity of the INIM systemin the event manager iD,.,;f,. Basically, Dy, it, does
is crucial to ensure the certification of SLAs in a periodiSLA and link-state verification in parallel. Link-state infor-
manner (k). This study can be also applied to informingnation verification is straightforward because the monitoring
the control plane about any significant degradation in theformation basically comes from optical channel (OCh) and
optical links to be used in path computation for future servigaultiplex (OMS) levels at each link of the network. As for
requests. Starting from the monitoring points, which inform dhe SLA verification, IP metrics are end-to-end, and therefore
significant variations in the status of resources and services, &algo straightforward to correlate with SLA tables (see Table
analyze the processing delays of all the elements of the systénFinally, we analyze the delays of raising alarms of SLAs
until alarms are raised to the service management systemaad link-state information. In both cases, the event manager
to a node’s LRM module. Figure 3 illustrates the delays aékes D,; to notify the interested parties. In the latter, once

A. Experimental characterization of INIM delays
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700 —— SLA verification (OSNR)

[ Devent

[ |Ed bf-a
Il Dverify

information about physical impairments; modelling and real-
time monitoring. In the literature we may find models for
§ some performance parameters that aim at capturing the most
A dominant impairments in high-speed networks, such as the
polarization-mode dispersion (PMD) and OSNR constraint
‘ ‘ ‘ ‘ ‘ models proposed by Huangt al. [19], which require a
Number of actve comectons centralized database with detailed performance monitoring
information and iterative computation in the IRWA algorithm.
Throughout this paper we have seen that recent advances
in optical monitoring techniques make it possible to obtain
spectral parameters in milliseconds and in a non-intrusive way,
i.e. by extracting a portion of WDM signals by tapping optical
fibers. The novelty of the INIM approach is the use of up-to-
date performance monitoring information to build a link-state

o
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N oW &g
S & 2 9
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SLA validation delay (msec)
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Number of active connections parameter that is used by IRWA in a distributed way and with
. o no iterative computation.
Fig. 4. Sample delays for SLA verification. This approach is interesting because the constraint models

found in the literature, such as [19], make use of a centralized
entity that has detailed information on the physical infrastruc-
ture, so that it can compute OSNR, PMD penalty, Q factor or
BER from the ingress to the egress. Of course, this approach
is the most exact, and also the most complex to implement in
on-line IRWA decisions, especially in distributed IRWA: cost-
» efficient monitoring is incompatible with dynamic physical-
/ layer parameter databases that contain information about all
components and all wavelengths. The amount of monitoring
points needed to update the values of the parameters needed
Fig. 5. Sample delays forlink-state information update (OCh). by these models results in increased expenses. In fact, almost
each network element along the path should report on its per-
formance status. For this reason, in the literature performance
the alarm reaches an LRM, local tables are updafeds(;) parameters for IRWA are assumed to be static. Moreover,
and the updated information is flooded to the remaining nodsisch a database would prevent distributed IRWA, which needs
(Dy1). Sample values of these delays are given in Figure hformation update and forwarding, from being scalable. Of
SLA verification delays and range from 235 msec for verifyingourse, INIM may also provide channel-state information to
spectral and IP parameters (one service) to 730 msec FRKWA (Figure 5).
100 services. Note thabD,.,;r, for SLA is a function of  Since lightpath computation is usually done on a per hop
the number of optical connections (approximately + 55 (link) basis, it is important to aggregate physical impairments
msec, wheres is the number of active lambda services). Linkn one or more link-state parameters. IRWA assumes that the
validation delays, including flooding, are around 400 msec fquality of an optical signal traversirtg hops can be estimated
OPM, and around 300 msec for IP metrics (Figure 5). as a function (maximum, minimum, addition, etc.) of the
Note that the temporal resolution of monitoring delays is inpairments introduced by the optical elements along the path.
msec (accuracy of the event manager’s OS), and that endAodescription of the estimation functions of the INIM system
end delays are heavily influenced by,...; and the sequential follows for OSNR and delay constraint models that are to
validation of SLAs. This can be improved by choosing fastére embedded in the GMPLS nodes follows. Note that PMD
OPM monitors (commercially available equipment have scamfluences system performance in high-speed transmissions,
times of 0.1 msec), implementing the event manager in reak. 10 Gbps and above, and therefore it is not an issue in the
time technologies and OS, and verifying SLAs in paralleADRENALINE testbed.
(robust database). This way the INIM system would be rapid To illustrate these estimation functions, we assume the setup
enough to be used for fault management, and also scalabledepicted in Figure 6, which is a generic scenario with several
high numbers of active services. services and changes in an extended ADRENALINE network.
Four lambda services are established; the channagls\s; are
. . i . allocated to VoIP-like services\ss to IPTV-like, and A\s3 to
B. S_tra'Feglgs to est_|mate I|r_1k-state parameters from real't'rﬂﬁ}ternett An 8-port spectral monitor taps the input and output
monitoring information provided by INIM DWDM fibers of nodes 1 to 4, to monitor links 1-2, 2-3, 3-4
Recently, IRWA is gaining interest because it allows tand 4-5. Moreover, IP meters located in nodes 1 to 4 measure
set up connection taking into account the status of physiqecket loss and delays for each service (for example, the VolP-
resources that will be used for establishing the lightpah, herldee service carried o3y has an IP meter instance associated
helping assure QoS. There are two main alternatives to obt#tiat pings node 5 from node 1 to get the above-mentioned

15
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Fig. 6. Setting of the INIM system. . . . .
g g Y signal level of A5y in the receiving end of node 5 (Figure

6) is -11 dBm, and the OSNR is 10 dB, by applying the

IP metrics). The delay constraint model is straightforwar@Ppropriate OSNR threshold of Table I we obtain the minimum
because the INIM system can estimate the delay in any link @NR level supported by the channel. If we do the same
the network by combining the packet delays measured by \yith the rest of active channels on the link, we obtain a set
meters and the knowledge of the lambda services’ paths. Brminimum thresholds for OSNR, which we may aggregate
example, in the setup depicted in Figure 6, the INIM systeWith control and analysis techniques such as fuzzy logic.
obtains RTTs of 1 hopXs1 and\s2), 2 hops fs3) and 4 hops Then, a route ofH hops computgd for a service clas$_ .
(\s0). Therefore, it has four samples to estimate the delay irfgcomplishes the OSNR constraint imposed by IRWA if it
link. This procedure can be also applied if links have differeNerifies min(OSNRagg, , ..., OSNRqgq,) > OSNRyp[m],
lengths. where OSNR,, is the link-level value of OSNR obtained

The OSNR constraint model is more complex. A dominafom active channels an@SN Ry, = OSN RiargetBEr +
impairment at any bit rate is noise (basically from amplifie@OSNRpErest-
spontaneous emission, ASE). So, the OSNR level at the

destination of a lightpath (Figure 7) can be expressed as: V1. CONCLUSIONS AND FURTHER WORK
P \ We have presented an in-service non-intrusive performance
OSNRg, . .. (N~ sig,dmonitorea (V) (6) Monitoring sy_stem that is capable of certlfylng ‘all-pptlcal’
Pase,a SLAs and to infer on-demand performance information on a

However, IRWA serves for estimating the QoS of futur@er link basis, which can be used for IRWA. The system is dis-
lambda services, which may be established over a lightpdttputed, modular and low-complexity, and performs validation
that does not exist in the present, and distributed IRWA nee@kocedures in milliseconds. For example, it can validate 100
link-state information for scalability reasons. Therefore, th8LAs in less than 800 msec, and link-state information in less
INIM system must provide a value of OSNR-related value fdhan 400 msec. The system monitors layer 1 (spectral) and 3
each link of the network, so that the IRWA algortihm can us@P) metrics in a non-intrusive way with respect to optical
a suitable expression to estimate OSNR from a given sigrggnals in a dynamic environment. Future work will focus
level at the sourceK.;, .), passing through the link spans of &on the computing and provision of updated link parameters
target route, and verify whether the OSNR estimated is withfar impairment-ware RWA. Key issues to be considered are
the acceptable range for the class of the lambda service tothe avoidance of unnecessary flooding of impairment-related
set up, according to Table . information, for which thresholds for notifying the control

In this work, the approach taken is an aggregate link paralane of significant changes in the resources are crucial; and
meter, which shall integrate the status of a link in a reduced $ee aggregation of link-state information (currently on a per
of status values. In the literature we may find some exampMavelength basis) to preserve scalability.
of this parameter, which are based on the maximum distance
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